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Buyer introduction:  
The buyer is a German internet service provider currently building a hosted web security solution. 

The solution will address filtering needs with regard to HTTP, E-Mail, Instant messaging and online 

gaming. Target audiences are families (parental control service) and small/medium companies. 

 

 

Short project description:  
Lƴ ǘƘƛǎ ǇǊƻƧŜŎǘ ǿŜΩǊŜ ƭƻƻƪƛƴƎ ŦƻǊ ŀ ǿŜō ŀǇǇƭƛŎŀǘƛƻƴ ǿǊƛǘǘŜƴ ƛƴ tIt όŘŀǘŀōŀǎŜ aȅ{v[ύ ǘƘŀǘ ƘŜƭǇǎ ǳǎ 

manage our internal IP addresses, domains and server systems. 

 

 

Development  requirements  
- PHP5 

- Usage of Symfony Framework 

- Usage of unit and functional testing with framework methods  

- MySQL as database engine 
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Long project description  
The web application ǿŜΩǊŜ ƭƻƻƪƛƴƎ ŦƻǊ Ƙŀǎ ǘƘǊŜŜ ƳŀƧƻǊ ŀǊŜŀǎΥ Lt ŀŘŘǊŜǎǎŜǎΣ ŘƻƳŀƛƴǎ ŀƴŘ ǎŜǊǾŜǊΦ bŜȄǘ 

to them there should be an area to manage preferences and a search field + button should be shown 

on each and every page. 

 

IP addresses: 

Overview (Screen 1): 

 

 
 

Here all networks that are currently entered are shown. The entries come from the table 

άtƻƻƭbŜǘǿƻǊƪέΦ ²ƛǘƘ ǘƘŜ ƘŜƭǇ ƻŦ ǘƘŜ ǘŀōƭŜ άtƻƻƭbŜǘǿƻǊƪ¢ȅǇŜέ ǘƘŜ ǘȅǇŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ς ƛŦ ƛǘΩǎ 

used internally or externally can be specified. The location ς the city the network is currently used 

in Ŏŀƴ ōŜ ŘŜǘŜǊƳƛƴŜŘ ǿƛǘƘ ǘƘŜ ƘŜƭǇ ƻŦ ǘƘŜ ǘŀōƭŜ ά[ƻŎŀǘƛƻƴέΦ Lƴ ǘƘŜ ƻǾŜǊǾƛŜǿ ǘƘŜ ƴŜǘǿƻǊƪ ƛŘΣ ǘƘŜ 

network, the netmask, the network type and the network location are shown in a paged list. It is 

possible to reduce the currently shown list entries with the help of a filter. It is possible to filter 

for type, location and network/netmask. If the network field in filter is filled all networks that 

ƳŀǘŎƘ ǘƘŜǎŜ ŦƛƭǘŜǊ ό [LY9 ΨώƴŜǘǿƻǊƪϐ҈Ωύ  ŀǊŜ ǎƘƻǿƴ ŀƴŘ ǘƘŜ ǎŀƳŜ is true for netmask. All filter 

options here and elsewhere are combined by AND. If the filter fields network and netmask are 

both filled and contain a valid IP address only network entries are shown that lie within this 

network/netmask area. To determine the last IP address for a network/netmask combination 

please see this link. For each network overview entry it is possible to list its contents, see details, 

change the properties or delete the entry completely. In addition it is possible to add a network 

on this page. 

http://en.wikipedia.org/wiki/Netmask
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Network list (Screen 2): 

 

 
 

On this page all IPs within a network are shown on a paged list. The list has the columns id, IP, 

active (yes/no) and server. It is possible to change the status or the assignment for each entry. 

¢ƘŜ ƭƛǎǘ ƻŦ Ltǎ ŎƻƳŜ ŦǊƻƳ άtƻƻƭ!ŘŘǊŜǎǎέ ŀƴŘ ǘƘŜ ǊŜƭŀǘƛƻƴǎƘƛǇ ōŜǘǿŜŜƴ άtƻƻƭbŜǘǿƻǊƪέ ŀƴŘ 

άtƻƻƭ!ŘŘǊŜǎǎέ ƛǎ ƻŦ ŎƻǳǊǎŜ άtƻƻƭbŜǘǿƻǊƪLŘέΦ ¢ƻ ŘŜǘŜǊƳƛƴŜ ƛŦ ŀƴ Lt ƛǎ ŀǎǎƛƎƴŜŘ ǘƻ ŀ ǎŜǊǾŜǊ ǘƘŜ 

ǘŀōƭŜǎ ά{ŜǊǾŜǊIƻǎǘƴƻŘŜ!ŘŘǊŜǎǎέ ŀƴŘ ά{ŜǊǾŜǊ/ƻƴǘŀƛƴŜǊ!ŘŘǊŜǎǎέ Ŏŀƴ ōŜ ǳǎŜŘΦ With the help of 

ά{ŜǊǾŜǊIƻǎǘƴƻŘŜ!ŘŘǊŜǎǎέ-Ҕέ{ŜǊǾŜǊIƻǎǘƴƻŘŜLƴǘŜǊŦŀŎŜέ-Ҕέ{ŜǊǾŜǊIƻǎǘƴƻŘŜέ ŀƴŘ 

ά{ŜǊǾŜǊ/ƻƴǘŀƛƴŜǊ!ŘŘǊŜǎǎέ-Ҕέ{ŜǊǾŜǊ/ƻƴǘŀƛƴŜǊLƴǘŜǊŦŀŎŜέ-Ҕέ{ŜǊǾŜǊ/ƻƴǘŀƛƴŜǊέ ǘƘŜ ƘƻǎǘƴŀƳŜ ǘƘŀǘ 

needs to be shown here can be extracted. The hostname should be a link to the serversΩ details 

page (described later). LŦ ŀƴ Lt ƛǎ ŀŎǘƛǾŜ ǘƘŜ άLǎ!ŎǘƛǾŜέ ŦƛŜƭŘ ƛƴ άtƻƻƭ!ŘŘǊŜǎǎέ ƛǎ ǎŜǘ ǘƻ м ŀƴŘ 

otherwise to 0. Filter possibilities here are: Start IP (either matching with LIKE if the IP is 

incomplete or everything that is equal or greater than the complete IP), active (yes/no), assigned 

(yes/no). A link on this page helps to get back to the previous page. 
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IP status change (Screen 3): 

 

 
 

It is possible to change the status of an IP but only if no server is assigned. If no server is assigned 

the status can be set from active to inactive and vice versa. If the status is set to inactive the notes 

ŦƛŜƭŘ Ƙŀǎ ǘƻ ōŜ ŦƛƭƭŜŘ ǿƛǘƘ ŀ ŎƻƳƳŜƴǘΦ ¢Ƙƛǎ ǊŜŎƻǊŘ ƛǎ ǎŀǾŜŘ ƛƴ άtƻƻƭ!ŘŘǊŜǎǎIƛǎǘƻǊȅέΦ 
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IP assignment (Screen 4): 

 

 
 

It is possible to delete a server assignment to free the IP or to add/change the current assignment. 

If a new assignment is done AJAX should be used to suggest server names after the first 3 letters 

are typed in. 
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Network details (Screen 5): 

 

 
 

Here all network details are shown. This includes ID, network, netmask, gateway (if entered), type 

ŀƴŘ ƭƻŎŀǘƛƻƴΦ ¢ƘŜ ƎŀǘŜǿŀȅ ƛƴŦƻǊƳŀǘƛƻƴ Ŏŀƴ ōŜ ǊŜǘǊƛŜǾŜŘ ŦǊƻƳ άtƻƻƭDŀǘŜǿŀȅέΦ Lƴ ŀŘŘƛǘƛƻƴ ŀ ǎƳŀƭƭ 

network statistic should be shown with the total amount of IPs, the IPs used and the free ones as 

well as a small graph. ¢ƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ŜƴǘǊƛŜǎ Ŏŀƴ ōŜ ǊŜǘǊƛŜǾŜŘ ŦǊƻƳ ǘƘŜ ǘŀōƭŜ άtƻƻƭ!ŘŘǊŜǎǎέ 

or calculated by network/netmask combination. 
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IP Address add/change (Screen 6): 

 

 
 

Here all network information can be added. The field gateway is optional and stored in 

άtƻƻƭDŀǘŜǿŀȅέ ƛŦ ŦƛƭƭŜŘΦ ¢ƘŜ ƎŀǘŜǿŀȅ Ƙŀǎ ǘƻ ƭƛŜ ƛƴ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ƴŜǘǿƻǊƪ ǿƘƛŎƘ Ŏŀƴ ōŜ ŘŜǘŜǊƳƛƴŜŘ 

with the help of the network/netmask combination. Every time the gateway or the 

network/netmask fields are changed this has to be checked. The type and location options should 

be presented as drop downs. The network field is only changeable if no IPs in the complete 

network are assigned so far. If a network is added all IPs have to be added ǘƻ άtƻƻƭ!ŘŘǊŜǎǎέΦ .Ŝ 

aware that this can be a big amount of IPs (e.g. 10.0.0.0 / 255.0.0.0 -> 16.777.216) and therefore 

has to be done in chunks or with the help of other tricks so that there is no PHP processing time 

out before all IPs are added. If the network/netmask space is reduced so that IPs need to be 

deleted this whole operation is only possible if no server is assigned in this space. In case servers 

are assigned to IPs that would be deleted the screen IP Address error  alter/delete/reduce (Screen 

7) is shown. 
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IP Address error alter/delete/reduce (Screen 7): 

 

 
 

This screen is shown if a network is altered (field network), reduced (combination 

network/netmask) or the complete network is deleted and there are still some servers assigned to 

these LtǎΦ Lƴ ǘƘƛǎ ŎŀǎŜ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ƛǎƴΩǘ ŜǾŜƴ ǎǘŀǊǘŜŘ ŀƴŘ ǘƘŜ ǳǎŜǊ Ƙŀǎ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƻ ŎƘŀƴƎŜ 

these assignments. 

 

  


